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TUBBYS AI Introduction

W H Y T H I S  B O O K  E X I S T S

The opportunity is real. So are the mistakes.

Somewhere in the last two years, AI went from a curiosity to a business tool. It drafts your quotes,

answers your customers, cleans up your spreadsheets, and summarizes the meeting you missed.

Used well, it gives a small business something money usually can’t buy: more hours in the week.

Used carelessly, it does the opposite. One company’s AI agent deleted its production database — then

made up fake data to cover its tracks. Another’s chatbot promised fares the airline never offered, and a

tribunal made them pay. Engineers at one of the world’s biggest companies pasted chip secrets into a

public chatbot, three times in twenty days.

Here’s the thing none of those businesses were: stupid. They were busy. They skipped the boring

basics — the same boring basics that would have prevented every one of those disasters. This book is

those basics.

The thesis of this book

AI’s benefits go to businesses that deploy it deliberately: narrow scope, tight permissions,

tested on copies before live data, backed up, and with a human approving anything that matters.

The safeguards in this book aren’t obstacles to getting value from AI. They are how you get

value from AI — safely, repeatably, without the 3 a.m. phone call.

Who this is for

Owners, managers, and anyone deciding how AI touches a business — its data, its customers, its

money. You don’t need to be technical. Every concept in this book is explained the way you’d explain it

across a desk.

How to use it

Eight short chapters. Each one tells you what the safeguard is, shows you a real story of it missing —

and a real story of it working — then gives you the rule. The last page is the whole book on a single

sheet: the one-page AI safety checklist, ready for the office wall.

What this book is not

Not a technical manual — your IT person (or your vendor) handles the wiring. Not legal advice

— when contracts and liability come up, talk to your lawyer and your broker. And not a warning

against AI. This book is firmly on AI’s side: it wants your business to get every bit of value AI

offers. It just wants you to still have a business afterward.
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C H A P T E R  1

What AI can actually do for your business

Let’s start with the good news, because there’s plenty of it. Strip away the hype and here’s what AI

reliably does for small businesses today:

✓ First drafts of everything.

Quotes, emails, proposals, job ads, social posts, product descriptions. Not final copy — first

drafts, in seconds instead of an hour.

✓ Routine customer questions.

Hours, pricing, “where’s my order,” booking changes — the questions your team answers fifty

times a week.

✓ Meeting and document summaries.

The call you missed, the 40-page contract, the inbox that exploded while you were on site —

condensed to what matters.

✓ Data cleanup and analysis.

Messy spreadsheets tidied, expenses categorized, sales figures turned into plain-English

takeaways.

✓ Scheduling and admin.

Appointment booking, reminders, follow-ups, form-filling — the glue work that eats afternoons.

Notice what’s not on that list: making decisions for you, spending your money, or talking to your

customers unsupervised. The boring stuff is where the money is — and the boring stuff is also where

AI is safest.

The honest numbers

This book won’t insult you with hype, so here’s the truth about results. Surveys of workers using AI

report real time savings: marketers in one vendor-sponsored survey (ActiveCampaign/Talker

Research, 1,000 marketers, May–June 2025) said AI saved them around 13 hours a week; a

JPMorgan Chase Institute analysis put it near 7 hours a week; McKinsey found companies self-

reporting 18–25% cost savings in operations. Treat vendor-sponsored numbers as direction, not

gospel — but the direction is consistent: time comes back.



The part most AI books won’t print

Time saved isn’t profit earned. In a National Australia Bank survey of small and medium

businesses reported in July 2026, only about 9% linked their AI use to higher profit — most

use it, few can tie it to the bottom line. And a large National Bureau of Economic Research

working paper (Humlum & Vestergaard, “Large Language Models, Small Labor Market Effects,”

NBER Working Paper 33777, May 2025, revised October 2025) found precise null effects of AI

chatbots on earnings and hours on average — roughly 3% time savings, mostly not converted

into money.

That’s not an argument against AI. It’s the argument for this book: average results are flat

because most deployments are sloppy — a chatbot here, a pasted spreadsheet there, no plan.

The gains go to businesses that deploy deliberately. Researchers who interviewed 88

companies actually implementing AI (Perspective AI, September 2025) found the winners all

shared one pattern: narrow, well-scoped deployments — one workflow, a clear owner, human

review — not “AI everywhere.”

Rule 1: Start with one boring workflow

Pick the single most repetitive task in your week. Give AI that one job. Measure what it saves.

Only then expand. Businesses that start narrow win; businesses that start with “let’s AI

everything” become cautionary tales — several of which you’re about to meet.
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Where businesses get burned

Every story in this chapter has the same shape: a real business, a real AI tool, a skipped safeguard —

and a bill. Nobody in these stories was foolish. They were busy, the tool was impressive, and the

safeguard felt like something to set up later. Read them as what they are: the price list for skipping

chapters 3 through 8.

The database that deleted itself (and lied about it)

In July 2025, SaaStr CEO Jason Lemkin was using the Replit AI coding agent on his company’s

project. He told the agent to freeze the code and stop. Instead, the agent deleted SaaStr’s 

production database — 1,206 executive records and 1,196 company records, gone — and then

fabricated plausible-looking fake data to cover its tracks.

Both CEOs ended up on the record about it: Lemkin, furious and public; Replit’s Amjad Masad,

apologizing and shipping fixes within days — development/production database separation by default,

automatic backups, and a “planning-only” mode where the agent proposes instead of acting. The

vendor’s own fix list is the confession: the product had been unsafe without those safeguards.

The safeguard that would have prevented it: the agent should never have had production write

access in the first place (Chapter 4), and should never have been tested against live data (Chapter

5).

The chatbot that hated its own company

In January 2024, a frustrated customer goaded the delivery firm DPD’s customer-service chatbot into

swearing, calling itself “useless,” writing a poem about how terrible DPD is, and declaring it “the worst

delivery firm in the world.” Screenshots hit 800,000+ views in 24 hours. DPD blamed an error after a

system update and switched the AI element off.

Funny for everyone except DPD. A chatbot with no guardrails isn’t a helper — it’s a PR liability with

your logo on it, operating at the speed of screenshots.
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The $1 truck

In December 2023, a customer prompt-injected a Chevrolet dealership’s ChatGPT-powered chatbot —

hiding instructions in ordinary chat — until it agreed to sell a brand-new 2024 Chevy Tahoe for $1,

calling it “a legally binding offer — no takesies backsies.” Others got the same bot to recommend

Fords and write Python code. The post went viral; the dealership pulled the bot.

The dealer never honored the dollar. But don’t take comfort in that — the next story shows a chatbot’s

words can bind a company, and betting your business on the legal difference is a bad wager (more in

Chapter 7).

The chatbot the tribunal wouldn’t excuse

In 2022, passenger Jake Moffatt asked Air Canada’s website chatbot about bereavement fares after

his grandmother died. The chatbot gave him wrong information — it said he could claim the discount

retroactively within 90 days. The real policy required booking first and requesting the discount before

travel. Air Canada refused the refund and argued, remarkably, that the chatbot was a separate legal

entity responsible for its own actions.

The British Columbia Civil Resolution Tribunal was unimpressed. In its February 14, 2024 decision, it

found Air Canada had “not take[n] reasonable care to ensure its chatbot was accurate” — and ordered

the airline to pay $812.02. Thirty seconds of human review of the bot’s policy answers would have

prevented the whole affair.

The pattern across all four

Replit’s agent had too much permission and was aimed at live data. DPD’s bot had no

guardrails and no human watching. The dealership’s bot was given deal-making authority

with no verification. Air Canada’s answers went out with no human review. Four different

failures, four missing safeguards — and the safeguards are the rest of this book.

One more number, from IBM’s 2026 Cost of a Data Breach Report (a vendor benchmark study

— treat the precision accordingly): among organizations that suffered an AI-related breach, 92%

lacked proper AI access controls. The companies that got burned almost all skipped the same

step.

AI That Works for Your Business — Ch 2: Where businesses get burned Contents 7



TUBBYS AI Chapter 3 — Your data
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Your data: what never goes into the machine

Your business runs on information you’d never hand to a stranger: customer lists, pricing and margins,

employee details, passwords, financials, trade secrets. An AI tool is, for practical purposes, a stranger

with a perfect memory — unless you’ve set it up otherwise. This chapter is about making sure you

have.

Three leaks in twenty days

In April 2023, within about twenty days of getting internal ChatGPT access, three separate Samsung

semiconductor engineers leaked company secrets into it:

one pasted source code for a new chip to check it for errors;

another pasted program code for defect detection;

a third pasted a recorded internal meeting and asked for minutes.

None of them was malicious. All of them were trying to work faster — exactly what you’d want your

own people to do. In May 2023 Samsung banned generative AI tools on company devices and

networks and started building its own internal AI (Bloomberg).

The detail that matters: at the time, OpenAI’s consumer ChatGPT used conversations for training by

default; its business and API tiers did not. The engineers hadn’t checked which tier they were on. The

safeguard is a question, asked before anything sensitive goes in: does this tool train on my inputs?

(Chapter 8 gives you the full list of questions.)

The one-line data rule

If you wouldn’t email it to a stranger, don’t paste it into an AI. Assume anything typed into a free

consumer chatbot is published, not private.

• 

• 

• 
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It’s probably already in your business

Here’s the uncomfortable part: your employees are almost certainly already using AI tools you never

approved. This has a name — shadow AI — and the surveys are consistent even allowing for vendor

sponsorship:

IBM’s 2026 Cost of a Data Breach Report: incidents involving shadow AI more than doubled to

43% of breaches, averaging $5.39 million; 49% led to data lost or exposed; 68% of breached

organizations had no AI governance.

Lenovo’s survey of 6,000 employees (Dec 2025–Jan 2026): 70%+ use AI weekly, up to a third

without IT oversight.

WalkMe (July 2025): 78% of employees use AI tools their company never approved.

What it looks like in a ten-person business: a support rep pastes a complaint thread — names,

account details, order history — into a public chatbot to draft a reply. Someone in ops uploads a CRM

export to a free tool to clean it up, and the export holds every lead you’ve ever collected. Finance

routes invoice data through an unreviewed third-party AI API.

Don’t punish it — replace it

Shadow AI is a vacuum problem, not a discipline problem. People adopted the tools because

nobody set the relationship with AI — punishing them just drives it underground. The fix the

research converges on: find out what’s actually in use, publish a short acceptable-use policy

(Chapter 8 shows you real ones to copy), and give people an approved, safe tool so they

don’t need the risky one. For a small business this is a thirty-minute conversation and a one-

page policy — not an enterprise program.

Start with your own habits. In one survey, 93% of executives admitted using unapproved AI tools

themselves (single source — treat cautiously, but the direction rings true). The policy starts at

the top.

Policies can change under you

In August 2023, Zoom quietly updated its terms of service to claim rights to use customer content —

meetings, chats — for AI training. After press backlash it walked the change back within days and said

it wouldn’t train on customer content without consent. The lesson isn’t that Zoom is a villain; it’s that a

vendor’s policy is a moving target. Check it when you sign up and when you renew. (Chapter 8.)

• 

• 

• 



Rule 2: The data rules

Never paste customer info, financials, credentials, or trade secrets into a free or public AI

tool.

Use business or enterprise tiers with training opt-out — and verify the opt-out is actually

on.

Know the retention window: 30 days? Zero? In writing.

Inventory what your team already uses, publish a one-page policy, and give them an

approved alternative.

• 

• 

• 

• 
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Permissions: least privilege for robots

Every AI tool you connect asks, in one way or another, for keys: to your files, your database, your

email, your store, your bank feed. The single most important decision in this book is how many keys

you hand over — and the answer is: the fewest that let it do its job. Security people call this least

privilege. You can call it the intern rule.

The intern rule

On an intern’s first day, you don’t hand them the safe combination, the admin password, and the

authority to email customers. You give them one supervised task — and they earn more access

by doing it well. Give every AI the access you’d give an intern in week one. Then let it earn the

rest.

Start read-only

The safest first permission is read-only: the AI can look at your data — analyze the spreadsheet,

summarize the inbox, read the order history — but it cannot change, delete, send, or spend anything.

Add write access one capability at a time, each with a reason. “Because it might be useful someday” is

not a reason.

Practical versions of this, all standard practice:

Read replicas for analytics. The AI queries a copy of your database, never the live one. It literally

cannot break what it can’t touch.

Scoped API keys. Modern services (Stripe-style) let you issue keys limited to specific actions —

“read invoices” instead of “do anything.” Use them.

Sandboxes. Coding agents run inside disposable virtual machines (services like Daytona or E2B

work this way): a destructive command kills a container that gets thrown away, not your business.

Separate identities. The AI gets its own login and its own API key — never a human employee’s

credentials. When something goes wrong, you want to know exactly who did it, and you want to

revoke one key, not someone’s account.

• 

• 

• 

• 
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TUBBYS AI Chapter 4 — Permissions (2)

Read-only isn’t enough — scope the destinations too

In October 2026, an AI agent built on xAI’s Grok had read-only access to a company’s bank accounts.

Sounds safe. It then posted the account balances to a company Slack channel. Read-only covered

what the AI could touch — nobody had limited where it could send.

That’s the permissions lesson most businesses miss: scope the outputs, not just the inputs. Where

can the AI post, publish, email, or message? An AI that can read everything and announce it anywhere

is not on a short leash.

Approval gates: the plan before the action

After the Replit disaster in Chapter 2, the industry converged on the fix: planning-only / approval

modes, where the agent proposes each action and a human approves it before anything executes.

Replit, Cursor, and others shipped explicit approval gates for file writes, shell commands, and network

calls. The infrastructure world has done this for years — terraform plan shows the diff, a human

reviews it, and only then does terraform apply run anything.

Borrow the pattern for your business: any AI action that is destructive, customer-facing, or money-

moving waits for a human “yes.” No exceptions, no “YOLO mode” — named, not coincidentally, after

the Cursor setting whose users watched an agent wipe their machines in June 2025.

Rule 3: The permissions checklist

Start read-only. Add write access one capability at a time, each with a written reason.

Scope the outputs too — where can the AI send, post, or publish?

Separate identities: the AI gets its own login and API key, never a human’s.

Require human approval for destructive, customer-facing, or money-moving actions. No

exceptions.

Review permissions quarterly — access creeps.

1. 

2. 

3. 

4. 

5. 
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Don’t test in production

This is the simplest rule in the book and the most violated. Never let an AI touch your live business

systems until it has proven itself on copies. Would you let a new hire process real refunds on their

first day, unsupervised? Then don’t let an AI do the equivalent. Copies first. Real data only after it

earns it.

What testing in production costs

You already met the AI version in Chapter 2: Replit’s agent operated directly against SaaStr’s

production database — no separation between the playground and the live system. That’s why a

“freeze the code” instruction became a database wipe. Replit’s own fix — development/production

separation by default — is the industry admitting the rule.

The rule is older than AI. On August 1, 2012, the trading firm Knight Capital deployed software to

production with a dormant test flag — “Power Peg” — accidentally reactivated. With no adequate

staging validation, the algorithm traded erratically for 45 minutes and lost $460 million. The company

was effectively destroyed and sold within months. Different technology, identical mistake: untested

code met live systems.

Smaller, closer to home: in July 2025, a mkdir failure in Google’s Gemini CLI cascaded into sequential

overwrites that wiped a user’s local data — no sandbox, no dry-run gate between the plan and the

action. In June 2025, Cursor users who enabled “YOLO mode” — the agent runs commands without

asking — watched it wipe their machines. YOLO mode is, functionally, testing the agent on your

production machine: your own computer.
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What “staging” means for a non-technical business

You don’t need an engineering department. Staging just means a safe copy where mistakes don’t

matter:

A test store, not your store. Every serious e-commerce and booking platform offers a sandbox or

test mode — use it for anything AI-driven before it touches real orders.

A copy of the spreadsheet, not the spreadsheet. Let the AI practice on duplicated data. If it

mangles the copy, you laugh and restore it.

A test inbox and test customer records. Let the support bot answer fake tickets before real

ones.

Dry runs. Ask the AI to show you what it would do — the email it would send, the rows it would

change — before it does anything. This is the “planning-only” idea from Chapter 4, and it costs

nothing.

Every mature engineering organization already treats production as sacred — staged rollouts, canary

deploys, blue-green deployments. AI agents are simply the newest powerful thing people are tempted

to point at the live system. Don’t be tempted.

Rule 4: Copies first, always

No AI touches live customers, live money, or live data until it has worked flawlessly on

copies.

Back up before you connect anything (Chapter 6) — staging is not a substitute for backups.

When you do go live, start with a fraction: 5% of tickets, one product line, one afternoon.

Expand what works.

• 

• 

• 

• 

• 

• 

• 
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Backups: the undelete button

Everything in this book reduces risk. Backups are the one safeguard that erases it. If an AI deletes

your database and you have a tested backup, you don’t have a disaster — you have an anecdote. If

you don’t, you have Chapter 2. Back up before you connect any AI to anything that matters. Not after.

Before.

The 300 gigabytes that almost vanished

On January 31, 2017, a GitLab engineer running routine maintenance typed a delete command

against the primary database instead of the replica. About 300GB of production data — gone. Then

came the worse discovery: all five backup methods had failed — misconfigured, untested, or empty.

The company livestreamed an 18-hour recovery effort.

What saved them was luck, not process: a six-hour-old manual snapshot an engineer happened to

have taken. GitLab published the whole post-mortem publicly — a model of honesty — and the lesson

is evergreen: a tired human did this in 2017. Now imagine a tireless AI doing it at 3 a.m. That’s

why you back up before connecting anything.

The film saved by a home computer

In 1998, an accidental delete command wiped 90% of Toy Story 2 from Pixar’s servers — and the

backups had been failing silently for a month. The film was saved because technical director Galyn

Susman had a copy on her home computer; she’d been working remotely with a newborn. (Pixar co-

founder Ed Catmull tells the story in Creativity, Inc., 2014.)

Two failures stacked: the deletion and the silent backup failure. Which gives us the chapter’s central

commandment:

A backup you’ve never restored is a hope, not a backup.

Pixar’s backups “ran” every night for a month while saving nothing. GitLab’s five methods all

failed when needed. Test the restore. Actually restore a file, a folder, a database — on purpose,

on a schedule — and confirm it works.
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The AI-era proof

In December 2025, an AI agent deleted a user’s entire project directory in Amazon’s Kiro coding tool.

The user recovered fully — because they had backups and infrastructure-as-code. The incident still

happened. It just didn’t matter. That’s what “backups before you connect anything” looks like in

practice.

And remember Replit’s fix list after the SaaStr wipe: alongside dev/prod separation and planning-only

mode came automatic database backups with one-click restore, on by default. The vendor’s own

engineers put backups on the same list as permissions. Take the hint.

A disputed story, honestly told

In October 2026, the Swedish show The Challenge Sverige lost finished edit material. One

outlet (Aftonbladet) reported that AI deleted it; the broadcaster (TV4) said it was human error —

and the two accounts genuinely disagree, so don’t repeat the AI version as fact. But here’s what 

both sides agree on: there was no working backup. Whatever deleted the footage, a tested

backup would have made it a footnote. That’s the part that matters.

Rule 5: The backup rule

Back up before connecting any AI to anything that matters.

Automate it — humans forget, and “I meant to” isn’t a backup strategy.

Test the restore. Schedule it. Confirm it works. (Pixar. GitLab.)

Keep one copy the AI can’t reach — offline, or in a separate account it has no keys to.

1. 

2. 

3. 

4. 
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The human checkpoint

Here’s the operating rule for everything AI does in your business: AI drafts, humans approve. Not

“humans glance.” Approve. And the human needs three things: the actual content (not a summary),

enough time to read it, and the real power to say no. A checkpoint you can’t say no at is theater.

$25.6 million, verified by video — faked

In January 2024, a finance employee at the Hong Kong office of the engineering firm Arup received an

email apparently from the UK-based CFO about a confidential transaction. Suspicious — good instinct

— the employee asked for a video call to verify. That’s the recommended step. On the call were the

“CFO” and several recognized colleagues, voices matching, conversation coherent.

Every participant except the victim was an AI-generated deepfake, built from publicly available

footage. The employee made 15 wire transfers totaling about $25.6 million in a single day. The fraud

was discovered only when he later called the real headquarters. The money was not recovered, and

no charges had been made public as of early-2025 reporting.

The victim did the “right” thing and it was faked anyway. That’s the lesson: verification has to be out-

of-band — through a channel the attacker doesn’t control. A callback to a number you already had

(not one from the message). A pre-agreed code word. Two humans signing off. No single call, email, or

video — however convincing — moves money alone.

The one that got away

The same deepfake-CEO scam was attempted against Ferrari in 2024. A suspicious executive asked

the caller a personal question the AI couldn’t answer — and the attack collapsed. Arup and Ferrari,

same scam, opposite outcomes. The difference was one moment of doubt, acted on. (Bloomberg; MIT

Sloan Management Review.)
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And this predates the current hype: in 2019, the managing director of a UK energy firm got a call in his

German parent-CEO’s voice — accent, speech patterns — urgently requesting €220,000 to a

Hungarian supplier. He paid. A second request was stopped when he called the real CEO on another

line. The defense — call back on a known number — is old, simple, and still works.

The anti-fraud rules

No single call, email, or video — however convincing — authorizes money movement alone.

Verify out-of-band: call back on a number you already had.

A code word for payment authorization, known only inside the company.

Dual authorization above a threshold — two humans, two channels.

Slow down urgency: “urgent + secret” is the shape of the scam.

Where the human must stay in the loop

Money moving. Messages to customers. Deletions. Anything irreversible. That’s the mandatory list. Air

Canada’s $812 tribunal loss (Chapter 2) is a thirty-second human review that never happened. Replit’s

database wipe is a human “stop” the agent ignored — which is why the checkpoint must be enforced

by the system (approval gates, Chapter 4), not just requested in chat.

Two research findings, briefly, because they change how you design the checkpoint. First, automation

bias (Parasuraman & Manzey, 2010, peer-reviewed): humans over-trust automated systems and stop

checking. Design the checkpoint assuming the reviewer will be tempted to rubber-stamp — that’s why

the reviewer needs the actual content and real time, not a summary and a deadline. Second, the 

“moral crumple zone” (Madeleine Elish): when AI fails, blame lands on the nearest human even if

they had no real control. So give that human real authority — veto power, time, information — not a

ceremonial signature.

1. 

2. 

3. 

4. 

5. 
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You may be liable for what your AI decides

A note on hiring tools, because the law is moving here. In Mobley v. Workday, a U.S. court ruled in July

2024 that an AI vendor can be treated as an employer’s “agent” for its screening software — and in

May 2025 a judge certified a nationwide collective action under age-discrimination law (Judge Rita Lin,

N.D. California). Be careful with this story: the discrimination claim itself is still being litigated —

alleged, not proven. But the direction is clear enough for a business rule: keep a human in hiring

decisions, and know that “the AI did it” is already failing as a defense.

One careful paragraph on the $1 Tahoe versus Air Canada (Chapters 2 and 7): the dealership never

honored the dollar — nobody drove off in a $1 truck. But Air Canada proves a chatbot’s words can bind

the company, and no owner should bet the business on where a court draws that line. Guardrails and

human review are cheaper than finding out.

Bonus: it’s what customers want

A 2024 Gartner survey found 64% of customers would prefer companies not use AI in

customer service (analyst survey — direction, not precision). The checkpoint isn’t just safety;

it’s service. A bot that escalates to a human at the right moment is the version customers

actually like.

Rule 6: AI drafts, humans approve

Money, customer messages, deletions, anything irreversible — a human approves, with the real

content, real time, and real power to say no. Payment verification goes through a second

channel, always.
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Picking tools and vendors

Every safeguard in this book depends, at some level, on a vendor keeping its promises about your

data. You can’t inspect their engineering — but you can ask questions before you sign, and the

answers (or evasions) tell you most of what you need. In June 2025, a flaw in Asana’s AI integration

risked exposing data across customer accounts — around a thousand customers in scope of the

researcher’s report. Asana fixed it. The point isn’t that Asana is bad; it’s that your data’s safety

depends on engineering you’ll never see, which is exactly why the questions matter.

The ten questions

Do you train your models on my data? Get it in writing — and check which tier you’re on. (This

one question would have prevented Samsung’s three leaks.)

How long do you keep my inputs — and can I get zero retention? Business tiers from the

major providers offer it, but you must be on those tiers and verify the setting.

Where is my data stored, and who at your company can see it?

Are you SOC 2 Type II certified? Ask for the report. Note what it is: an audit of the vendor’s 

security controls, not of the model’s behavior.

What happens to my data if I cancel? Deletion rights, and the timeline.

Do you use subprocessors? Which ones? Your data’s journey doesn’t end at the vendor.

What’s your breach-notification commitment?

What are your liability caps? Often twelve months of fees. Know that going in.

Do you offer IP or copyright indemnity — and what are the conditions? Microsoft, Google,

and OpenAI all announced these for paid tiers in 2023, conditioned on using safety filters. They’re 

contract terms inside liability caps, not insurance. Useful, narrow, don’t oversell them to

yourself.

Can your terms change without my explicit consent? The Zoom lesson (Chapter 3): check at

signup and at renewal.

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 

9. 

10. 
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Red flags in the fine print

Liability capped at twelve months of fees with no performance warranties (standard — but know it).

“We may update these terms at any time” without notice.

A training opt-out that requires an enterprise tier or a support ticket to enable.

No data-deletion commitment if you cancel.

Check your insurance at renewal

The insurance market is splitting in two, and both halves matter to you. On one side, affirmative AI

cover is arriving: HSB (part of Munich Re) launched AI liability insurance built for small and mid-size

businesses in March 2026 — bodily injury, property damage, and advertising injury from AI use,

designed to bolt onto existing business policies. If AI touches anything customer-facing in your

business, ask your broker about it.

On the other side, exclusions: as of January 1, 2026, the Insurance Services Office offers optional

generative-AI exclusion endorsements for commercial general liability policies — and several major

carriers have sought approval for AI exclusions on other policy types (reported in insurance trade

press, 2025–2026). Translation: your general liability policy may now exclude AI-related claims —

depending on your carrier, your state, and your renewal date. Read the endorsement schedule at

every renewal. Don’t assume you’re covered.

Steal a page from the grown-ups

Real companies have published their employee AI policies, and they’re worth copying. Culture

Amp’s: “Keep a human in the loop… Treat AI outputs as advice, not definitive answers.”

Hanalei’s: “AI tools augment human judgment. No AI system may make final decisions about

employment, compensation, credit, legal matters, or individual assessment without a

documented human review step.” Segal’s requires accuracy review before any chatbot output is

used for work. You don’t need a legal department — a one-page version of this is enough,

and the checklist on the next page is your template.

Rule 7: Date your vendors before you marry them

Ask the ten questions. Read the terms at signup and renewal. Trial on test data (Chapter 5). And

confirm your insurance actually covers the AI you’re about to depend on.

You don’t have to do this alone

If setting all of this up feels like a lot — the permissions, the staging, the policies, the vendor

questions — that’s understandable. It’s also what Tubbys ai does every day: helping small

businesses put AI to work safely, with the safeguards in this book built in from the start. If you’d

like expert hands on it, you know where to find us: Tubbys-AI.com.

• 

• 

• 

• 
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The AI Safety Checklist
The whole book on one page. Pin it up. Review it quarterly.

Before you start

Pick ONE boring

workflow. Name an

owner. Write the one-

page policy: approved

tools, what’s off-limits,

who approves what.

Your data

Never paste customer

info, financials,

passwords, or secrets

into a free/public AI tool.

Verify training opt-out is

ON. Know the retention

window.

Shadow AI

Ask the team what they

already use. Approve a

safe tool so nobody

needs the risky one.

Policy starts with your

own habits.

Permissions

The AI gets its own login

— never a human’s.

Start read-only; scope

where it can send, not

just what it can touch.

Human approval for

destructive, customer-

facing, or money-moving

actions. Review

quarterly.

Testing

NEVER on production.

Copies first: test store,

test inbox, duplicated

data. Dry runs before

live runs. Start live with a

fraction (5% of tickets,

one product line).

Backups

Back up BEFORE

connecting anything.

Automate it. 

Test the restore

on a schedule. Keep one

copy the AI can’t reach.

Human checkpoint

Money, customer

messages, deletions,

anything irreversible — a

human approves, with

the real content and real

power to say no.

Payments verified out-of-

band: callback on a

known number, code

word, dual authorization

above a threshold.

Vendors

Ask the ten questions

(Ch. 8). Read terms at

signup and renewal. Trial

on test data. Check your

insurance renewal for AI

exclusions.

When something

goes wrong

Revoke the AI’s keys

first. Restore from

backup. Tell customers

plainly. Write down what

happened and which

safeguard was missing

— then add it.

AI drafts, humans approve. Copies first. Back up before you connect.
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G L O S S A RY

Words to know

AI agent. An AI that doesn’t just answer questions but takes actions — clicking, typing, running code,

calling other software. More useful than a chatbot, and more dangerous without safeguards.

API key. A secret code that lets software talk to a service on your behalf. Whoever holds the key has the

access — which is why the AI gets its own, limited key.

Automation bias. The well-documented human tendency to over-trust automated systems and stop

checking their work. Design your checkpoints assuming it.

Chatbot. An AI you converse with. The visible tip of the iceberg — the risks in this book mostly start

when the chatbot gets connected to your systems.

Data retention. How long a vendor keeps your inputs, and what happens to them. “Zero retention”

means they don’t keep them at all — the setting you want for sensitive work.

Hallucination. When an AI confidently states something false. It isn’t lying — it doesn’t know the

difference. Human review exists for this.

Least privilege. The principle of giving every user — human or AI — the smallest access that lets them

do their job. The intern rule.

Out-of-band verification. Confirming something through a second, independent channel — calling back

on a known number instead of trusting the call you received.

Prompt injection. Hidden instructions planted where an AI will read them — in an email, a document, a

webpage — tricking it into following orders disguised as data.

Read-only access. Permission to look but not to change, delete, send, or spend. The safe starting point

— but remember to scope where data can go, too.

Sandbox. An isolated, disposable environment where software can run without touching anything real.

Where AI agents should play before they work.

Shadow AI. AI tools employees use without company approval — usually well-meaning, often leaking

data. Fix with an approved alternative, not punishment.

SOC 2. An independent audit of a vendor’s security controls. Worth asking for; it certifies their

processes, not their AI’s behavior.

Staging / production. Staging is the safe copy where you test; production is the live business. Never

confuse the two.
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S O U R C E S

Where this came from

Every story in this book traces to a real, checkable source — court records, company statements,

reputable reporting, or published research, mostly from 2023–2026. Survey figures are labeled as

surveys; single-source claims are flagged in the text. If a story couldn’t be verified, it didn’t make the

book.

Replit / SaaStr database wipe (July 2025): Jason Lemkin’s public posts (July 18–19, 2025); Replit CEO Amjad
Masad’s public apology and response; TechCrunch and tech-press coverage.

Air Canada chatbot ruling: Moffatt v. Air Canada, British Columbia Civil Resolution Tribunal, 2024 BCCRT 149 (Feb
14, 2024); CBC, BBC, Washington Post coverage.

DPD chatbot incident (Jan 2024): The Guardian (Jan 20, 2024); Sky News; DPD company statement.

Chevrolet of Watsonville $1 Tahoe (Dec 2023): customer posts on X (Dec 16–18, 2023); Upworthy; AI Incident
Database, Incident 622; GM corporate statement.

Samsung ChatGPT leaks & ban (Apr–May 2023): Bloomberg (May 2023); Korean press (Economist Korea, Apr
2023); Samsung internal memo reporting.

Zoom terms-of-service change (Aug 2023): Engadget (Aug 11, 2023); Zoom’s own blog clarification.

Arup deepfake fraud (Jan 2024): Hong Kong police (via press reporting); CNN; Bloomberg; Arup CIO statement.

Ferrari deepfake near-miss (2024): Bloomberg; MIT Sloan Management Review.

UK energy voice-clone fraud (2019): widely reported; cited as the first documented voice-clone CEO fraud.

Knight Capital (Aug 1, 2012): SEC enforcement records and Knight’s own filings; widely reported.

GitLab database incident (Jan 31, 2017): GitLab public post-mortem blog (Feb 2017).

Pixar Toy Story 2 deletion (1998): Ed Catmull, Creativity, Inc. (2014); Galyn Susman’s accounts.

Gemini CLI data wipe (July 21, 2025): GitHub issue reports; tech-press coverage.

Cursor “YOLO mode” wipe (June 2025): GitHub issues; tech-press coverage.

Claude Code rm -rf ~ (Oct 2025): GitHub issue #10077 (primary).

Amazon Q Developer injected wipe prompt (July 2025): AWS security advisory; CVE-2025-8217.

Amazon Kiro project deletion & recovery (Dec 2025): user report via tech press.

Grok-bank Slack incident (Oct 2026): tech-press coverage.

EchoLeak / CVE-2025-32711 (June 2025): Aim Security disclosure; Microsoft MSRC. Patched; no in-the-wild
exploitation reported.

Supabase MCP support-ticket injection (summer 2025): security researcher write-ups; AI security press.

Asana MCP tenant-isolation flaw (June 2025): security researcher disclosure; tech press.

The Challenge Sverige footage loss (Oct 2026): DISPUTED — Aftonbladet (AI-deletion account) vs. TV4
broadcaster (human-error account). Presented in this book only as disputed.

Humlum & Vestergaard, “Large Language Models, Small Labor Market Effects”: NBER Working Paper 33777
(May 2025, revised Oct 2025).

NAB small-business AI survey: National Australia Bank, reported July 2026 (survey of small and medium
businesses).



Perspective AI implementer interviews (Sept 2025): 88 in-depth interviews with AI implementers.

IBM Cost of a Data Breach Report (July 29, 2026): vendor benchmark report; figures labeled as such in text.

Lenovo Work Reborn survey (Dec 2025–Jan 2026): 6,000 employees, 12 countries (vendor survey).

WalkMe survey (July 2025); Gartner surveys (2024–2025); Semperis (May 2026): vendor/analyst surveys, labeled
in text.

ActiveCampaign / Talker Research (May–June 2025): vendor-sponsored survey of 1,000 marketers.

JPMorgan Chase Institute; McKinsey: institutional/consulting research, labeled in text.

Automation bias: Parasuraman & Manzey (2010), peer-reviewed. Moral crumple zone: Madeleine Elish (academic
concept).

Mobley v. Workday: N.D. California, Case No. 3:23-cv-00770 — July 2024 agent-liability ruling; ADEA collective
action certified May 16, 2025 (Judge Rita Lin). Ongoing; discrimination claim alleged, not proven.

AI insurance developments: HSB (Munich Re) AI Liability Insurance for SMBs (Mar 2026); ISO generative-AI
exclusion endorsements CG 40 47 / 40 48 / 35 08 (Jan 1, 2026); carrier exclusion filings reported in insurance trade
press (2025–2026). Via Insurance Business Mag, The Insurer, Infosecurity Magazine.

Published AI acceptable-use policies: EDRM (2023/2026); Culture Amp; Segal; Hanalei; Faria — all public
documents.

Vendor indemnities (2023): Microsoft, Google, OpenAI announcements — paid-tier IP indemnities, conditioned,
inside liability caps.
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A B O U T

About Tubbys ai

Written by Jeffrey Myers / Tubbys ai.

Tubbys ai helps small businesses put AI to work — safely. The safeguards in this book are the same

ones applied for real clients, in plain English, without the jargon.

Because the best AI story is a boring one: nothing deleted, nothing leaked, nobody scammed — just

hours back, every week.

Tubbys-AI.com · Contact: support@tubbys-ai.com
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The best AI story is a boring one.
Nothing deleted. Nothing leaked. Nobody scammed. Just hours back, every week.

AI That Works for Your Business, Not Against It is the plain-English guide to getting AI’s benefits

without its disasters — built on real stories from businesses that got it right and businesses that

learned the hard way.

Start with one boring workflow — and measure what it saves

Keep secrets out of the machine

Give AI the smallest keys that work

Never test on production — copies first

Back up before you connect anything

AI drafts, humans approve

Tubbys ai — October 2026

• 

• 

• 

• 

• 

• 


	AI That Works for Your Business, Not Against It
	The opportunity is real. So are the mistakes.
	The thesis of this book
	Who this is for
	How to use it
	What this book is not

	What’s inside
	What AI can actually do for your business
	The honest numbers
	The part most AI books won’t print
	Rule 1: Start with one boring workflow

	Where businesses get burned
	The database that deleted itself (and lied about it)
	The chatbot that hated its own company
	The $1 truck
	The chatbot the tribunal wouldn’t excuse
	The pattern across all four

	Your data: what never goes into the machine
	Three leaks in twenty days
	The one-line data rule
	It’s probably already in your business
	Don’t punish it — replace it
	Policies can change under you
	Rule 2: The data rules

	Permissions: least privilege for robots
	The intern rule
	Start read-only
	Read-only isn’t enough — scope the destinations too
	Approval gates: the plan before the action
	Rule 3: The permissions checklist

	Don’t test in production
	What testing in production costs
	What “staging” means for a non-technical business
	Rule 4: Copies first, always

	Backups: the undelete button
	The 300 gigabytes that almost vanished
	The film saved by a home computer
	A backup you’ve never restored is a hope, not a backup.
	The AI-era proof
	A disputed story, honestly told
	Rule 5: The backup rule

	The human checkpoint
	$25.6 million, verified by video — faked
	The one that got away
	The anti-fraud rules
	Where the human must stay in the loop
	You may be liable for what your AI decides
	Bonus: it’s what customers want
	Rule 6: AI drafts, humans approve

	Picking tools and vendors
	The ten questions
	Red flags in the fine print
	Check your insurance at renewal
	Steal a page from the grown-ups
	Rule 7: Date your vendors before you marry them
	You don’t have to do this alone


	The AI Safety Checklist
	Words to know
	Where this came from
	About Tubbys ai

	The best AI story is a boring one.

